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Research on Data Information Security Based on
Cloud Platform Environment

ZHANG Hongjin
(The 5th Electronics Research Institute of the Ministry of Information Industry of China / The Ministry of
Industry and Information Technology Key Laboratory of Performance and Reliability Testing and Evaluation for
Basic Software and Hardware, Guangzhou 510610, China)

Abstract: With the rapid development of network technology, data information is growing explosively, bringing people

many conveniences and business opportunities, but also adding greater data information security risks. Existing security protection

technologies can no longer fully meet the current security needs, especially in the era of cloud platforms. It is necessary to explore

higher security protection strategies. This article proposes the concept of tolerant intrusion detection based on intrusion detection

technology, adds tolerant intrusion units to the tolerant intrusion detection model, and designs an improvement plan for tolerant

intrusion, so that when the system is attacked, it can still provide some or all services. This has certain guiding significance for

building a security mechanism for real-time data information on cloud platforms.

Keywords: cloud platform; data information security; intrusion detection technology; tolerance intrusion detection
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