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Research on Security System Strategy of Domestic Cloud Platform

ZHANG Hongjin LIU Wei
(1.The 5th Electronics Research Institute of the Ministry of Information Industry of China, Guangzhou 510610,
China 2.The Ministry of Industry and Information Technology Key Laboratory of Performance and Reliability
Testing and Evaluation for Basic Software and Hardware, Guangzhou 510610,China)

Abstract: For the security of domestic cloud platforms, we should not only deal with the security threats brought by
traditional IT technology, but also face the new risks brought by virtualization and other technologies. Firstly, a domestic cloud
security defense model with security strategy, protection strategy, detection strategy and response strategy as the core is proposed;
Then, the key technologies for the construction of domestic cloud platform security system are described from the five levels of
physics, network, host, application and data, in order to provide useful exploration for the relevant research of domestic cloud
platform security system strategy.

Keywords: domestic cloud; cloud platform; security system; security defense model
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